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1 Introduction
This document presents the stegmpcedures andjuidelinesfor building I0T applications using
L2¢yRe@sS NEA2Y ¢ 2F Ada ! LILX REO83GA2Y 9yIFofSYSyd tf I

ThisFlex83productprovides a powerful and cost effective path to create dynamic loT Applications.
Should any users of this platform desire to move up to the full power of the Emgergersions of
Flex83 please contact 10T83 for detailsttfs://iot83.com/contactus).

1.1 About

TheFlex83Portal isa cloud-basedplatform that is offered to users in SaaS offerdepending to the

scaleand usecases needetbr your application Using theplatform tool sets,userscan easily

onboard any IoT Devide the platform, start visualizinglevicedata, appy rules and policies to the

streaming data and setlarms oralerts in form demails and B1S2 NJ a! Ol A2y 2y 9@Syiacs
of Remote Procedure Calls (RPCs) or Webhéd&s83cloud offers Secure MQTT connectivity from

GKS 9yR dzaSNRa. RSPGAOS (2 GKS Of 2dzR

One of the unique aspects Bfex83s that as a user configures their subscriptiorobyoarding

devices, device data, setting up device groups, device data attributes, etc., the platform is
REYFIYAOLFIft& o0dZAfRAY3 | LINRPFSaaAazylrf 3INIRS | LILX AC
connected and configured, the foundation of a pofuuser application is already created and

available. Further, Method83 has debugging tools integrated at every layer of the platform so that

you always can validate your progress and quickly see results.

1.2 AcronymdJsed

Term Description

R83 Refers to theFlex83Cloud

10T Internet of Things

MQTT Message Queuing Telemetry Transport

1.3 Revision History

Rev Date of Issue | Author Scope

0.1 2020-06-03 loT83 Ltd Initial Draft

0.2 2020-06-21 [0T83 Ltd UpdatedUsage Guide

1.0 202009-04 [0T83 Ltd Updated for Product Release
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2 My Account

The bnding page of the portsl & G KS da& | OO 2ydaydiréentildn defilsand K2 ¢ A y 3
various optionsavailableregardingyour subscription planslong withoptions to upgrade to a higher

plan, cancel the current plan, check billing details, payment historynzore.

My Plan Details

jayantpaes Subscription summary [ETE—

[ ]

e BasePackage  » Standard $1000 USD / mo
& hitpsi//flex83.dc2-iot83.com Add-on Package(s) » (DTN +) $100 USD / mo
B flexs3 Valid Upto » Total Amount: $1100 USD / mo

Jayant.puri@g3incs.com Trial Active » No(Expired)
Wi +1(123) 457-890
Base Package Details
Current Monthly Subscription $1100 uso
v Device Type(s) 5 Standard v
Package Info
v Devices (Total) 500
v s S Device Type(s) | 500 Device(s) | S Device Group(s) | 30 Device Attribute(s) | 15 Events | 10 Rules | 250 SMS | 500 Emails | 250 Webhooks | 250 RPC | 10 User(s) |
v 30 3 Role(s) | 5 User Group(s) | 1Year Data Storage
v 15
v 10
. 250 Add-on Package(s) Details
v s00
vy 250 A\ 'AM Package (1) ®
v 250 @88  Add more user, roles and groups
v 110
100 Users | 2 User Device Groups | 3 Role

v 6
v 7
v Datastorage 1Year

2.1 Subscription Plan

Flex83offersa base plan starting at $1000/month. Post this it offers add on services/quota that can
be purchased if you wd more resourcesPaid plan is available by signing up ibK S Indbrithiy Q &
recurring amount usingaypalas the payment gateway providgdn this page gu canalways see

your current subscription and the usage entitlemeatsbled for that plan

SUMMARY ADD-ONS BILLING

Device Category

£in Device Management Package @ £ Device Types Package @
BE8  Add more Device Groupis) in your plan BB8 Add more Device Type(s) in your plan
ac aTT

- 0 + $100 uso /s mo - 0 + $100 uso s meo
£l Device Richness Package 2] £l Devices Package @
BB8 Add more Device Attribute(s) in your plan BB8 Add more Devices in your plan.
oz o owi 3

- 0 + $100 uso /s mo - 0 + $100 uso s meo

IAM Category

£in  'AM Package [
B8 Add more Users, User Device Groups and Role in your plan.

- 1 + $100 uso /s ma

Ops Category

All rights reserved. This publication and its contents are proprietaly®83Ltd.,2020 Pageb



2.2 Biling Details

SUMMARY ADD-ONS BILLING

-
I

Add Ons Purchased Cancelled

= 10/17/2020, 11:24 | Transaction Id : N/A $0
$= Add Ons Purchased Cancelled $0
=) 10/17/2020, 11:19 | Transaction Id : N/A

$= Add Ons Purchased $1 00
= 10/16/2020, 18:59 | Transaction Id : N/A

$= PURCHASE

= 10/16/2020, 18:12 | Transaction Id : N/A $1 000

This section showall thetransaction history for your account. This includes, purchases,
cancellations and refund# any.It alsoprovidesa section where you can also check your invoices
for all the payments made.

2.2.1 Informationon Plan Details

1. Triakarevalid for45days(subject to change by [10T83 at any tinaed once in a lifetime for an
email address / phone number.

2. After Expiry ofa Trial you card will be automaticallgharged and your account will get
converted to a paid subscription

3. Cancellingyour subscription forthe month for which the billing is in process (cancellation date
same as billing dateyill not result in a refund fothe balance of the month

4. Paymensare charged at the beginning of each billing cycle.

2.3 Plans

This sectiordetails theoptions availableinder each plas and addonsbeginning with an overview
of the building blocks that make up each plan. By understankdavg many of each of these plan
building blocks, you can understand which plan will be needed for theases, application, or
applications you wish to build and run.

a) Number ofDevice Typesg Define the unique device types that you are entitled to.Dévice
Typet is defined as anglevice thatprovidesthe same JSON format when it conneitt$-lex83
over MQTTSo, from the point of view dflex83 a Raspberry Pi and an Arduino can besdrae
Device Type, if they are sending the same JSON data fadtferm.

b) Number ofDevicesg This denotes the@ual end-user devices, or maximum allowed unique
MQTT connections to the Cloud. Thevices allowed are shared acrddevice Types, meaning, if
you are allocated DeviceTypes and 2@evices, you can usetotal of 20 Devices across all these
4 DeviceTypes.

¢) Number ofDevice Groupg, Groups are dministrative settingto allow users talub together
different devices under one logical namespaadding a lot of value in managing device events

d) Number ofDevie Attributes ¢ DeviceAttributesl NE G KS abl YS «k =+ f dzS t I A NJ
send to the Platform in JSON format. The number of device attributes sesizéhef the JSON
that your devices can forward.

e) Number of MonitoringEventsg InFlex834 9 @Sy 1a¢ | NB ol aAO0lftt& O2YoAY!
watch for a certain conditions that you program that on detection of the event trigger the
G9BSyi¢d 9gSyita OFy GNRIIASNI SYFIAtaz {a{xX wSY2
very powerful pl&form feature.
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f) Number of EvenRulesg The logical statements that make up the Events are called rules.

g) SMS / Emailg Based on your plan,qu are entitled a particular number of SMS and Emails that
you can ask the system to send on your behalf. These are primarily used for Policy and rule alerts
or alarms so that you are able to receive notifications in form of email &MBfor your devices
basedon the rules that you configuré&hould you run out of this resource, the system will notify
you.

h) Webhooks - The HTTP based calls that can be triggered as actions to events

i) Remote ProcedureCalls - The control call that can be made to the device via gatal.

j) Data Retentiong The cloud stores the raw data for a specified duratietermined bythe plan
you chooseAny data that becomes stale or falls outside the criteria is cleaned up time to time

3 Understanding thé&lex83_eft Menu

Below are the navigation options for tlemenus ofFlex83Platform(minor changes to the
arrangement of these menus may occur from time to time, but the basic logic of the implementation
will remain the same).

Eachmain menu item , oParent represents & F 22 NJ LJX | G F2N¥Y Fdzy OG A2y 2NJ f 2
items in each section provide access to the logicaitepizs of that application section, as shown
to the left and listed below

3.1 Dashboard
3.1.1 Device List
3.1.2 Maps and Geofencing
3.1.3 Aggregates
e 3.1.4 Event Hi®ry
o Event tistory 3.1.5 Device Alarms
eyl 3.1.6 Connection History
gl 3.1.7 Trends & Forecast

* il Trends & Forecast

Flex

~* Dashboards
* i= Device List

* % Map & Geofencing

3.2 Operatiors
© Actions 3.2.1 Actions

0 Eak 3.2.2 Events
| et 3.2.3 Alarms

All rights reserved. This publication and its contents are proprietalg83Ltd.,2020 Page7



& Device setup 3.3 Device Setup
R 3.3.1 Define
e e 3.3.2 Manage

e 3.3.3Groups
3.3.4 Attributes
3.3.5Debug

+ Or Debug

# Simulation

® A d 3.4 |AM
" & users 3.4.1 Users
& User Groups 3.4.2 User Groups
3.4.3Roles
 simulaton 3.5 Simulation

R ¢ o o

Again, One of the unique aspectsFdx83s that as a user configures their subscription by
onboarding devices, device data, setting up device groups, device data attriblaes, profiles, and
event monitorsetc., the platform is dynamically buildirggprofessional grade application in the
backgroundThe rest of the Document wdhow how this works andover how easy it is to
configure the systemand create your powerful application.

4 Device Setup

The Device Setup process is very streamlened onceyou are familiar with the process, you can
skip steps come back to them later to get up and running quickly. Butderstandthe full power
of Flex83the step-by-stepprocess we will follow here leverages all the Device Satupalso
strongly recommendising the simulation functionalitgo before we start, ére is the outline of
what we will walk through in the following sections:

1. First we will define a Device Type following the prompts on the Define Page.
2. Then, we will follow the prompts on the Manage Page to name the individual devices and
establish their locations.
3. Next, we willshow thefeatures of the Group& TagsPage. Here | like tareate two groups
Simulated and Physical Devi¢esore on this lagr).
4. Next,you can jump to creating simulation (targeting the Simulated Device Group) to push some
data to our application and create the Schema for the Device Type we created.
5.bSEGZ 6S Attt 2Ly GKS ! G0NKOdzi Sareateboth& (2 aRSO:
GaeyiKSGAOE 2N ARSNAGSRE QDI NARFO6fSa 2N F G3GNRO6 dzi ¢
6.bSEGT 6S 6Aft t221 G Ydzf GALX S SEMAexsBIndyest 2F K26
this working several ways.
7. Finally, we will validate that both our physical and simulated dexdcegonnected as intended
and then tour our dashboards to see how Method83 has dynamically created our application.

{2 t£SiQa 3S4G &ail NISRH
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4.1 Define

This is the step where you define your Device Type. For example, if you are trying to connect a

Device Type calleBankMonitor then youwould name your devicas shown belowindicate how

often you want the device to send updated dasald an image to ragsentthe Asset Typéwhich

gAft ldzi2YFGAOItfte 0SS ftSHSNI ISR Ay @2dzNJ | LILIX AOI &
step is completed, you can identify how many Devices of this Device Type you wish to create, and

GKSy Of A01 d b dyuwiterlesBsdeniifers aF th&devices.

l'd GKAAa GAYSE @2dz Oy Ffaz2 OtAO1l a9YIFAf / NBRSYGA
that contains all the device connectivity information and security / authentication credentials

needed toconnect your devices the Device Type instance you just credi&gwill examine this file

later when we connect our devicglsut it iSIMPORTANT TO NOTEt each Device Type has unique

Credentials. That is, if you have 3 Device Types, you will havel@@ads files uniquely identifying
each

Device Types TankMonitor

Flex

= Dashboards
Name: % Description : Image C' Reset

#= Operations
Water Tenk Pumping Statins
evice Setu

Reporting Frequency :

W Define

# Manage

& Groups
{3 Attributes

Vs Debug I Definition *Emall Device Credential Service can be used only 3 times per Device Type.

No. of Devices - Used : @ / Remaining: &8

[ & Generate ] IE Email Credentials ]

Topic Information :

Topic Topic Id

d047ec12c81e418Baed77bfadecfdd7a/<deviceld>/report

Control (Subscribe) d047ec12c81e418B8a697 Tbfadecf4d? a/<deviceld>/control

As circled in green above, the system will assign you a pair for Topics for a two way Connection from
Device to CloudndCloud to Devigdor Report and Control topics respectively.

Thetop TopicisyoNd RS@PA OSQa avee LIzt AdK (2LIAO0OI gKSNB @&2c
Flex83dentifier for your Device Type in the format:

<unique_device_type_identifier_string>/<unique_device_identifier_string>/report

Similarly, you device can subscribe to MQEEsages fronrlex83to you device using the format:
<unique_device_type_identifier_string>/<unique_device_identifier_string>/control

b23S GKIG GKS adzyAljdzSYRSOAOSYARSYUAFASNYAGNRY I £

CdZNIIKSNJ R2¢gy 2y (GKS a5STAYySe¢ LI ISz &2dz Oy asSsS @
next step). But below that a section where you can add remote procedure calls to your devices.
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+ Add Comman d

= For details on how te connect various

You may choose to come back to this option later, but when@duA O1 &! RR / 2YYIl yRé |
GKAA gAtf LJ2 LI dzLJ

Add RPC Command for - u

e.g. Reboot or Reset or Power Off v
"reboot_device": 1

Cancel

Here, we are imagining that under certain circumstances we may wish to reboot our device, and so

we create an RPC called Reboot. The contents of this Reboot RPC are simply a JSON that will be
passedtoKS RS GPAOS dzaAy3d GKS aO2yiGNRfé¢ avee OKFIyySt
G90SyiGé GNRIISNBR Ay Fy 90Syild LRtAaAded C2N SEF YLX
circumstances indicating a fault in your device, where upon detecyion would wish to reboot the

device. This RPC, then could be triggered and sent to your device, then interpreted by the device,

triggering the reboot.

Further down the page, you will see a sect{@mich is optional, but very nice when completed)
where yas can add icons indicating your device deployment and connectivity. You may wish to fill
GKAa Ay f1FGSNIFa ¢Sttx odzi fSGQa 32 FKSFR FyR Of
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Device Topology

ponent Image Component Name : » Network Interface

+ Add Component

I SNB A& |y SEIFYLXS AYLXSYSyilGlidArz2y &aK2gAy3 |
water pumping station. The Station is connected to a controller, which is connected to a gateway,
which is connected to the cloud. So, we set up this page like so to be able to show this connectivity
in our application:

I Device Topology

®
Component Image : (' Reset Component Name: # Network Interface : %
mi Controller Ethernet
' o
®
Component Image : (' Reset Component Name: # Network Interface : %
j e WaterStorage Modbus
®
Component Image : (' Reset Component Name: # Network Interface : %
\/ e LTE_Gateway LTE_MQTT
‘
®

Component Image : C' Reset Component Name @ Network Interface :

Qo "

+ Add Component

Save

¢KI G O2YLX SiS a setiu.OncaitbisSstall goipieted dindsdved, at the device list
screen, you should see the instance of the Device Type you just created. You can click the edit icon
on the right to revisit configuration (perhaps to change you Device Type image), oedélet

Device Type if for some reason you need to.

Device Types - alocared @) @ 0 ) Search c
Name Devices / Groups / Tags Manage Created Updated Actions
@ s/ 2 1 2 Attributes | Events | Dasnboards | Simulation Jayant Puri Jayant Pur 5@

Showing 1 o 1 of | Records PerPage: | 5~ Go to Page
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Note that the plan you have selected determines tmember ofDevice Types and the total number
of Devices that you cagreate using this Connector service.

4.2 Manage

In this Sectionywe show how taconfigure your Device nangand locatiors, a very quick & easy
processCANBR G Ay (KS 5S@OAO0OS {Sihdzd YSydz I NBIFX asSt Soi
that looks like the following:

You can select the edit icon on the right for each of your devices to name them and set their
locations. When you do, a screen that looks like the following will pop up. Yauacaa your device

and thenzoom in to any geography ardld in the address oht device, and save it (for each one).

Once placed, you can also drag the location and base the location of Latitude and Longitude, or place
the device directly using lat / long from the start.
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